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I. MAJOR CONCEPTS/CONTENT:  The purpose of this program is to prepare students for employment as a Unix or Linux system administrator.  The content prepares individuals to install information technology equipment, troubleshoot information technology equipment, and support information technology users. 

II. LABORATORY ACTIVITIES:  Laboratory activities are an integral part of this program and include the use of various Unix or Linux systems, installing operating system and other software, configuring operating system and other software, managing Unix or Linux systems, monitoring Unix or Linux systems, securing Unix or Linux systems, writing shell scripts, and configuring, troubleshooting and managing networks of Unix or Linux systems.
III. COMPLEMENTARY SOFTWARE AND EQUIPMENT: The following tools and equipment are required for this program: PCs, networking components, Unix or Linux software.
IV. INSTRUCTOR QUALIFICATIONS: 

Preferred:

Masters Degree in Field or Masters degree and 18 hours in Management Information Science,  Information Studies,  Information Systems, or Computer Programming.  Experience working in related fields such as network administration and system administration. Industry Certification in appropriate area.

Minimum: 

Associate Degree in field. Two or more years of related work experience. Industry Certification in appropriate area.

V. WORK/LEARN CYCLES: The cooperative method of instruction, such as internship or apprenticeship, is appropriate for this program.  Whenever the cooperative method is offered, the following is required for each student:  a training plan (signed by the student, teacher and employer) which includes instructional objectives and a list of on-the-job and in-school learning experiences; a work station which reflects equipment, skills and tasks which are relevant to the occupation which the student has chosen as a career goal.  It is recommended that the student receive monetary compensation, as well as credit, for work performed.

VI. DISTANCE LEARNING PRODUCTS: Partial or complete programs can be offered successfully for those students for whom time, geographical distance or work schedules might constitute restricting factors.  This is accomplished through the use of distance learning materials for concept/theory mastery and /or skills labs that allow the student to complete the skills objectives of the curriculum across a variety of schedules. 

Many products exist for the conceptual and theoretical portions of most courses. Each offers a variety of courses that utilize both synchronous and asynchronous tools to allow interaction with instructors, fellow students and practicing professional. Other features include:

· Industry Standard curriculum that can lead to certification.

· Pre-assessment components.

· Assessment tools.

· Multimedia environments.

See Appendix “A” for a sample list of specific course products and mapping to curriculum objectives.

VII. SPECIAL NOTE:  Industry certifications have become an important measure of success in the information technology fields.  Whenever possible, current industry certifications should be addressed within the program.

The traits and attitudes necessary for success within this program include: organization, patience, resourcefulness, willingness and ability to learn, ability to work in a team, sense of humor, ability to multi-task, service-orientation, persistence, professional work ethic, listening ability.

The standard length of this program is 18 credit hours.

IX. INTENDED OUTCOMES: After successfully completing this program, the student will be able to: 

01.0 Demonstrate understanding of networked environments.

02.0 Demonstrate understanding of data communications.

03.0 Understand, install and configure computer hardware.

04.0 Understand, install and configure computer software.

05.0 Understand, install and configure network hardware.

06.0 Understand, install and configure network software.

07.0 Perform internetworking activities.

08.0 Perform network administration and management activities.

09.0 Perform troubleshooting and maintenance activities.

10.0 Perform documentation and technical reference activities.

11.0 Perform user-training activities.

12.0 Demonstrate professional development skills.1

3.0 Demonstrate employability skills.

01.0 Demonstrate understanding of networked environments – The student will be able to: 

01.01 Explain the use of binary numbers to represent instructions and data. 01.02 Describe the hardware implications of the use of binary representation of instructions and data. 01.03 Convert numbers among decimal, binary, and hexadecimal representation. 

01.04 Perform binary arithmetic. 

01.07 Identify several advantages and disadvantages of networked and non-networked environments.
01.08 Describe current network environments, such as peer-to-peer and client/server. 
01.09 Identify and discuss issues (such as security, privacy, redundancy, etc.) related to networked environments. 
01.10 Identify and discuss issues related to naming conventions for user ids, email, passwords, and network devices. 

01.11 List and define layers in the OSI and TCP/IP network protocol models.

01.12 Identify and describe current relevant IEEE network standards. 
01.13 Illustrate typical network topologies. 

01.14 Identify advantages and disadvantages of each topology. 

01.16 Describe LAN software protocols such as IPX/SPX, TCP/IP, and NetBEUI. 
01.17 Discuss the nature of IP addresses and MAC addresses, and mapping between protocol addressing schemes. 
01.18 Identify major emerging technologies (such as ATM, VPN, and voice over IP). 

01.19 Identify and discuss technical issues related to emerging technologies (such as security, bandwidth capability, and gigabit transmission rates). 

01.27 Produce effective documentation.

02.0 Demonstrate understanding of data communications – The student will be able to:

02.02 Describe the main functions of each relevant current standard setting organization (IEEE, TIA, etc.).
02.13 Identify LAN access control methods (CSMA/CD, token passing, etc.).
02.17 Identify and describe file transfer protocols and methodologies. 
03.0 Understand, install and configure computer hardware – The student will be able to:

03.01 Identify and describe distinguishing features of the major hardware platforms.
03.02 Describe the functions of major hardware components of a computer system.
03.03 Recognize and correctly identify computing hardware components.
03.04 Describe emerging hardware technologies and discuss their potential impact.
03.05 Implement proper procedures for handling and safeguarding equipment.
03.06 Describe procedures for proper disposal of computer components. 

03.08 Set up and configure systems and peripherals following institutional protocol.
03.09 Set up BIOS.
03.10 Install and configure storage and I/O device interfaces.
03.11 Install and configure multimedia devices and interfaces.
03.12 Install and configure network hardware components.
03.13 Design and implement test procedure.
03.14 Document systems.
03.15 Configure systems and establish baseline.
03.16 Design and implement work order procedures.
03.17 Design and implement systems backups.

04.0 Understand, install and configure computer software – The student will be able to:

04.01 Describe the functions and major components (BIOS, task management, etc.) of a computer operating system.
04.02 Identify current operating systems and describe their important features.
04.03 Use an operating system for activities such as data and file management.
04.04 Identify current systems utilities and describe their functions.
04.05 Use system software to perform routine maintenance tasks such as backup, hard rive defragmentation, etc.
04.06 Use operating systems of different brands and platforms.
 04.08 Create, use, and maintain system configuration files.
04.12 Use software produced by multiple vendors.
04.13 Transmit and exchange data in a multiple vendor software environment.
04.14 Install and configure a microcomputer operating system, system, and application software.
04.15 Describe procedures for uninstalling operating system software.
04.17 Install and configure applications software upgrades.
04.18 Describe modifications necessary to an operating system(such as modifying parameters, how to handle conflicting interrupts, etc.) when installing, configuring and upgrading typical applications software. 

04.19 Install and configure client software for connecting to LANs, WANs, and the Internet (network client, WWW browser, terminal emulation, file transfer, etc.).

04.20 Install and configure client software for client/server and network-based applications (e-mail, videoconferencing, database, etc.).

04.21 Install applications on a server and configure clients for network access.

5.00 Understand, install and configure network hardware – The student will be able to:

05.01 Describe the major functions of network server hardware components.
05.02 Describe the server hardware requirements.
05.03 Describe the hardware needed for hosting a Web site.
05.04 Identify a variety of specialized servers (e.g. proxy, e-mail, DHCP, Web, etc.) and describe the hardware requirements.
05.05 Describe the major functions of network client hardware components.
05.06 Describe client hardware requirements.
05.12 Describe the major functions of network connectivity hardware, such as hubs, repeaters, bridges, routers, switches, and gateways.
05.13 Describe the hardware needed to connect a LAN to the Internet.

05.14 Describe the function of network storage devices and other peripherals (RAID, CD towers, printers, fax machines, scanners, printer/fax/copiers, imaging devices, and document center equipment, etc.).

05.15 Describe the requirements for connecting peripherals directly to a network.
05.16 Set up and configure a server (including installation of NICs and NIC drivers).
05.17 Set up and configure client hardware (including installation of NICs and NIC drivers). 

06.0 Understand, install and configure network software – The student will be able to:

06.03 Design a directory and security structure.
      06.05 Configure protocol stacks.
06.08 Set up and configure network routing, using appropriate documentation.
06.09 Describe management issues and procedures for handling multiple servers on a network.
06.10 Install and connect multiple servers (including different platforms).
06.16 Install and configure drivers for NICs and network peripherals (including printers).
06.17 Install and configure client/server applications (such as e-mail, scheduling, etc) on a server.

06.18 Install and configure network-based services such as videoconferencing, integrated voicemail/email/fax, large document storage and retrieval, etc.

06.19 Set up a proxy server and a gateway.
06.20 Set up a server for remote access.
06.21 Document client server application installation and establish baselines.
06.22 Monitor client server application and database.
06.23 Document and enforce software licensing.

07.0 Perform internetworking activities – The student will be able to:

07.01 Describe WAN topologies and MAN topologies.
07.02 Differentiate between WAN topologies and LAN topologies.0
07.03 Compare and contrast routing protocols (e.g., RIP, OSFP).
07.06 Explain how the first three layers of the OSI model relate to routing and switching.
07.10 Explain each step necessary for connecting a network to the Internet.
07.16 Explain the function and purpose of firewalls and firebreaks and their purpose.
07.17 Configure access lists to limit traffic and enhance security.
07.18 Explain three major security concerns relating to data communications.

08.0 Perform Network administration and management activities – The student will be able to:

08.01 Create and manage user accounts based on standard criteria including department, application needs, and permissions.
08.02 Establish, document and disseminate user security guidelines.
08.03 Create and test account templates and policies.
08.04 Document account setup
08.05 Grant/deny access to peripherals.
08.06 Grant/deny access to logins.
08.07 Grant/deny access to file systems.
08.08 Perform network monitoring activities to ensure account integrity.
08.09 Establish procedures for termination of user accounts.
08.11 Document security policies and violations.
08.13 Describe current encryption standards -public vs. private key, NSA DES, PGP.
08.14 Describe the functions and characteristics of firewalls.
08.15 Address security issues raised by the ability to access server remotely.
08.16 Discuss the functions of authentication servers, RADIUS, and VPN.
08.17 Establish files backup procedures.
08.18 Develop and publish backup schedule.
08.19 Implement back up procedures.
08.21 Test backup by performing restore of sample data.
08.22 Document backup.
08.23 Monitor backup.
08.24 Coordinate off-site storage of backup files.
08.25 Establish a baseline for optimal network performance.
08.28 Configure time synchronization and troubleshoot inconsistencies.

08.29 Use network management tools effectively to integrate and manage network resources.
08.30 Explain RMON and SNMP and their use in monitoring a network.
08.32 Configure network devices to send SNMP traps or alerts to network management systems. 
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